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FIG. 8 

VALIDATING LOG ENTRIES-BACKWARD CHAINING 
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FIG. 9 

CHECKPOINTING (e.g.,PUBLISHING OR NOTARY) LOG ENTRY 
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FIG. 12 

MASS MEDIA SERVER 



RECEIVE USER REQUEST 
TO PUBLISH Pi 



SEND TO PUBLISHER Pi 
(e.g. WEB SITE OR 
NEWSPAPER) 



RECEIVE FROM PUBLISHER 
DATE/TIME Pi IS PUBLISHED 



STORE Pi ALONG WITH 
PUBLISHER AND/OR 
DATE/TIME OF PUBLICATION 



NOTIFY VALIDITY RECOVERY 
SERVER OF USER ID, 
PUBLISHER AND/OR 
DATE/TIME OF PUBLICATION 



NOTIFY USER OF PUBLISHER 
AND/OR DATE/TIME OF 
PUBLICATION 
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FIG. 13 
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FIG. 14 
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FIG. 15 

RECOVERY SERVER VALIDATING 
A USER DATA ITEM 
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FIG. 16 

EVIDENCE COLLECTION 
SERVER COLLECTING DATA 



RECEIVE FROM USER 
AN EVIDENCE MESSAGE 
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STORE IN DB BY USER, 
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EVIDENCE COLLECTION 
SERVER RECOVERING DATA 
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FIG. 18 
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FIG. 19 
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FIG. 20 
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